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RECEIVED 
CENTRAL FAX CENTER ' 

^mftnrtmBnts *n thft CteimC jyj^ ^ ^ 20()g 

1 . (currently amended) A versatile customcable escurily and filtering software 

^ iostafled on a cornputcr arid be hy a rernote user wtio obta«.s ar^or^ym-rt^ 
global teleco-nmunicatlors network or by « local user, the software cor«prlsing: 

(«) an .dmin-^tive module that a user interacts with for creatir,g u^er accounts 
and configuring those user accounts, and for configuring automated services. 

U,e administrative modul. for accepting user inputs for nonfiguration eeltlngs for 
inbound communications and fo, outbound communications. «nd having list 
maintenance functions including list «fiting. m dolutina. .rrhing nf itete^savlpg^ 
^,,^^,,.^9 ,u u an g. .ddinonnd^g ^.^..^^^^e.^^ 
<wJ Qxporting l iotfi , 

said administrative module for ccntiguring a range of access levels and being 
capable of creating lf«e»4ype^ user accounts that have unique user n 

passwords tor each user account including an administrator account that Is self- 
configuring and that controls automated sendees and selects for each account hard 
filterinfl or soft filtering, «gular accounts with adnrimstr«tive privileges other than the 
privilege to create additional accounts, view lnfbm«tion on any other accourrts or 
configure automated services and regular accounts without administrative privileges 
and in addition a fourth type of user account namely ono anonymous guest user 
account to be used in a manual launch of Ihe software by general users who have no 
system-based user name or password . 

the administrath^o module for storing as encrypted files on hardware memory the 
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configurations of the range of access levels for the use, accounts created and ll>e 

configurations ofthe automatftd services 
(b) an application sewer including 

^ domain filtering engine capable of using from the encrypt«d files a 

friendly outbound list and ar» unfriendly outbound list only one of Which is active at any 
given Bmo and an outbound exception list, and u.ing a friendly inbound list and en 
unfriend^ inbound Bst only one Of which is active «t any given time, and . domain 
inbound exception «st. the friendly outbound list, the unfriendly outbound list, the friendly 
inbound list, tl^e unfriendly inbound list, the outbound exception list, and the domain 
inbound exception list^^ly u ,.».l Hct ond .n untriendly^^ being uniquely 

configured for each user account, 

the domain filtering engine capable of registering the request in a logflle of 
all web sites requested by a user a,«J capable of performina domain fiftering. said 
domain filtering including for inbound requests ohacWng the identity ot a requesting 
remote dient against the friendly inbound or unfrtend^inbound list and domaln-,n^^ 

exception list maintained in the encrypted files and including for outbound requests 
checking local user and «..ote user requested domains. URl^ and linKs against tiie 
friendly outbound list, unfriendly outbound list and outbound exception list and then with 
«speot to both inbound and outbound requests for hard filtering unless overuiled by the 
outbound exception list or domain inbound exception list eitiier approving the request, 
temilnating the request or temilnaling and re-^^ug the request without the knowlodge 
of the user, and for soft filtering unless oven^led by the outbound exception list or 
domain inbound exception list passing disapproved requests a-^ sending on e-mail 
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alGrt to authorized recipiente regarding the disapproved request. wh^inJsLJSgygSlS 
..rmin^teri ^nd re-rero-t--^ mmmunicatlons are arranqed so that a n 

....t. nn of . hiahlv seriait r f p r^^ourr^ located I " ^0 u r^nihltehed location that ^ 

..^frionHl y inhnund list a nd eant bv Uie anpHfiation SPrver t o the replacement 
..^.tion .nH wherein c H^"^ ^^■■n^n.m.^ .««rs are n f>T lifted in the unfrter^diy 
i„K..... r.^ .nd have t h.'- ^^ '"^'^ ■^'■nt in nublished nddre.. th,.! mntein. harmless 

(lifa oeiitmilfiUuring wnginn nnpibie (j r uuif u i m in g r n nt f^ nt f il t n ri ng 
including Qhoclring a uuii U ii l i.f . rfq. inn t rd f 1 o c uri i ui iUt j a i. n l i fd r- n d ly ori nt ern 

inbound liGt. ari u iiftl y i i d l y i.i.. lin hou n f Hi r t ^ n d a ui .l ui.n ^r . r ti n nHrtt 3k9ft4wm 

^b,,^„efypted fll u t . tli y f iiu... Jl y i c nt o nt In hn un n lis l. Jiu u n fii n n d ly rn nt r nT in houft44iatr 
eBiy-oflfr^e filuuJI ^ oontont inh ou n d l ifrt ar.U ll>u unf i i ^...: H y f n ntwnt i nh n un d llsWeiHS 
a€Bve^nytjivu..li...u. ^ndthn nnntont e^ou ^ ^il y i Ui . iHM - iU ■ mnun l .^ no nfi gut^ 
e6etHi6ei.ciiiJB.u>.furhirrifiltPring a9J l i ibl>l . u u iifin n rli y nn nt o nt in bound Dot o ittmr 
peeeing Uiuiuhuo.I. ndnrumnnlifthe LUiiluu t i i n i n rmu nn t rd d nou moht l o n n t n n the 
ynff i ui i J I y tuii l i .L l i n h nu n d l i nt nr un less u'^uny l L d i i y th." rn rtf o nt ox coption lict rr inrti n p 

lit u luc iu catod d.. r .ii..r ntif t^"- ""■'^ "^ " "^^^'^ ^ rinnu m o nt is on the unfri n n dt y 

. , u i>Uj.i ti . . Li. d li rtnnri fnrh nr'* '" ■ I , •^rtfhnfrinndivr o n te nlii. li yu.idlidr i th n r 

u .. l LLCuJLm.lrf 1h/1linr r ' ■ | nnir.rtlnnthPr r rq uu b lu tJ Juoiim o ntifth p 
^ ,.iu.i t of tho mg uorted a uo u ...L.. l i c nn thn fri r n ri ly o o i H uu l i iiU(. ■ I n r rr j nf^ tin q t he 
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regMes t u U au bu i nont i f thn nfl nt n nt of ll i u m qu uLlC' i finrii m o nt i r n ot 0fv4»*ieBdly 

^UUl ll l l Uuu u JI i O wlf n r n nftfil T ' Hl,n, nnfrinnHI>>s on u ji Ulnbo u nr.tl ir t ni thffr 

u y tJ.UUl.i U 1 11. nmtnn t n fthi rT - ' ' nnnrr i nq th o roq u o.:tcdn nr. ,mf> nl 

liy , ULUi.[ li . ..ntnn t hr untri rr - , ' ■- nniintnr iinl ubuu .^L m . l drl hythp 

,uiilu.i[ L jii .iiitinn li n t m j n rtir ''^"^^ ^"""""^" ^ ""^ " 

,u .uii iJ».uril.rrrn i inn t n1 -1- i t..v mnfnnt ir on thu u ..Hiu. idl ) cnn t r ntin hn un rl 
1 1 , 1 a ,.J fo r r n ft f l it n rin g ng i i n u t Uiu f.iu ndly rn ntnnt in h o .»nd liot o l thor » nlnr>. ..v^ 

t^ylltu .anient SKcnptinnliBt p a u bina tl : r | n r nt nri rtocumo iH if U .o co ntent i n n o t on the 

fr i oRdly Dontont inbo ui ul li U u. |. iU r niirn t n n dOL U .Mu..l 1 hi o hl ig h ti no th e 

^■ilLHtQTthoroqiinn.iil ! «ihr.nnntnnt ui. Ui^ fiiun'-i l / i ri ntrnt in h m . n d itet, 

ujitl Lontcnttiltnring 1 1' ' ■ ""f! " ^'^^""^ ^'^'^^ "^""^''^^ ^ " 
.Kldn:DO and Q Oon de i- Q UuM.c i n cg ii n r t f . n i infri e n Jl!^ u .. . . i l l in t. ■> fri n n rt V o tnalMie* 

and an o mo i l e xc ept i on list ; 

the application server acting internally to communicate with the domain fltering 
engine andwith thu ....lo ntfilt o rinQ n nginP and acting externally as a proxy server that 
teoeivee requests from HTTP clients, fonwarde the ivquests to aervcre. receives a 
server response and (onwartJs the aewer raeponse lo the I ITTH clients. 

2. (original) The software of claim 1 , wherein the domain filtering engine also has 
an optional eMT^ail alert system for hard filtering and for soft filtering. 

3. (currently amended) The software of claim 1 . wheiuliiiIiL contont filtriino 
^inohor. an inbound p . i^at.y Lhi u l il H t l i l cnUi na nn ri p t lng l ait i)>. aac fun rfin nn f n r 
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(iaitii-ubr uoor Ofcm-n^r »^ v^reh the domain filtering engine has an 
outbound privacy shield for blocking disapproved cHaracter strings representing 
confidenfial infomwrtlon. 



4. (canceled) 



5. (canceled) 



6. (oriyinal) The SOttwarc of Claim 1, iriduding an automated scheduler that 
controls a laur.nhing of the application server automaHr:ally and decides whicl, user 
account to activate and v^en to shut off an acoesa to a world wide web. and includes 
an automated list updatcr that updates the friendly Inbound list, the unfriendly inl«und 
list, the friendly outbound list and the unfriendly outbound lists for each user account 
from links on the web. 

7. (canceled) 

8. (canceled) 

9. (currently amended) The software of claim 1 . wherein the admlnletrative 
module include* an editor, the editor including an editing pane, said editor also including 
an encryption function that generates one oi more secret symmetric encryption keys, 
the one or more encryption keys being uniquely associated with a text inputted by a 
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user in the editing pane, said encryption function capable of encrypting aMhewef^ 
ep«e» all or only a portion of an e-mail message selected i^y th^ Mser ar^d^lV^f-eRly^ 
port i on of an o - ma il moocago attaohmont fi le and paid oncrypti on r unotion a l cci rnp B h le 
of onorypfmg al l or a combinT i t io n of filcc on a hnrd dr i vo l o cil t o th o ooftware . 

10. (original) The software of claim 1, wherein the application server, instead of 
acting externally as a proxy server, acts extemally within a deployment of a chain of 
proxy servers, said chain of proxy servers Including at least a first proxy server that 
receives requests from HTTP clients and forwards the requests through a zero or more 
intermediary proxy servers to a last proxy server, said last proxy server forwarding the 
requests to servers, and wherein the last proxy server receives a server response and 
fonwards the server response through the zero or more intennediary proxy servers back 
to the first proxy server, which first proxy server fonwards the server response to HTTP 
clients. 

1 1 . (original) The software of claim 1 , wherein the administrative module is also 
capable of configuring an automated configuration script file for accessing the global 
telecommunications network. 

12. (original) The software of claim 1. wherein for e-mail filtering includes an 
optton of hard e-mail filtering in which an incoming e-mail is deleted from a user e-mail 
Inbox and includes an option for soft filtering in which an incoming e-mail remains in the 
user e-mail Inbox but is inaccessible to the user. 
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13. (currently amended) A versatile customizable security and filtering software 
ornhp^driPd uoon ^ r.nmniiter-readp '-''^ "^^Hinm the software comprising: 

(a) an administrative module that a user interacts with for creating user accounts 
and configuring those user accounts, and for configuring automated services. 

the adminisfratiye module for accepting user Inputs for configuration settings for 
inbound communications and for outbound communications, and having list 
maintenance functions including list editing, list deleting, searching of lists, saving of 
lists, proxy chaining routing, adding and deleting users. Interchanging lists and Importing 
and exporting lists, 

said administrative module for oonflguring a range of access levels and being 
capable of creating three types of user accounts that have unique user names and 
passwords for each user account including an administrator account that Is self- 
configuring and that controls automated senrices and selects for each account hard 
filtering or soft filtering, regular accounts with administrative privileges other than the 
privilege to create additional accounts, view Infomiation on any other accounts or 
configure automated sen/ices and regular accounts without administrative privileges 
and in addition a fourth type of user account namely one anonymous guest user 
account to be used in a manual launch of the software by general users who have no 
system-based user name or passworti, 

the adminisirative module for storing as encrypted files on hardware memory the 
configurations of the range of access levels for the user accounts created and the 
configurations of the automated services 
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(b) an application server including 

(I) a domain filtering engine capable of using from tlie encrypted files a 
friendly outbound list and an unfriendly outbound list only one of which is active at any 
given time and an outbound exception list, and using a friendly inbound list and an 
unfriendly inbound list only one of which is active at any given time, and a domain 
Inbound exception list, the friendly outbound list, the unfriendly outbound list, the 
outbound exception list, the domain inbound exception list, a friendly e-mail list and an 
unfriendly e-mail list being uniquely configured for each user account. 

the domain filtering engine capable of registering the request In a logfile of 
ail web sites requested by a user and capable of performing domain filtering, said 
domain filtering including domain inbound exception list maintained in the encrypted 
files and including for outbound requests checking local user and remote user 
requested domains, URLs and links against the friendly outbound list, unfriendly 
outbound list and outbound exception list and then with respect to outbound requests 
for hard flHering unless overruled by the outbound exception list or domain inbound 
exception list either approving the request, terminating the request or terminating and 
re-routing the request without the knowledge of the user, and for soft flHering unless 
overruled by the outbound exception list or domain inbound exception list passing 
disapproved requests and sending an e-mail alert to authorized recipients regarding the 
disapproved request, wherein, for reo u ftsts that are temninated and re-rerouted, inbound 
nnmmunications are arranged fto that an actua l inration of a hinhlv sensitive resource is 
located in an unpublished location that is a replacement location to which requests 
rejected bv the application sen/er are rerou t ed- wherein clients of approved users are 

9 
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(ii) a content filtering engine capable of perfonning content filtering 
including checking a content of a .equested document against a friendly content 
inbound list, an unfriendly content inbound m and a cortenl exception list taken f~m 
the enavpted files, the friendly content inbound list, the unfriendly content inbound lift 
only <«ie of the friendly content Inbound fet and the unfriendly content inbound list being 
active at any given time, and the content exception list being uniquely configured by 
each user, and then for hard filtering against the unfriendly content inbound list either 
passing the requested document if the content of the requested document is not on the 
unfriendV content inbound list or unless overruled by the content exception list reiertlng 
the requested document If the content of the requested document is on the unfriendly 
content inbound list and for hart filtering against the friend^ content Inbound list either 
unless overniled by the content exception list passing the requested document if the 
content Of the requested document is on the friendly content inbound list or rejeclinglhe 
requested document if the content of the requested document is not on the friend^r 
content inbound list and for softfUtering against the unfriendly content inbound lisi either 
approving the content of the requested document and passing the requested document 
it the content is not on the unfriendly content inbound list or unless overruled by the 
content exception list rejecting the content of the requested document and passing a 
remainder of the requested document f the content is on the unfriendly content inbound 
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list and for soft filtering against the friendly content inbound list either unless overmled 
by the content exception list passing the requested document if the content Is not on the 
friendly content inbound list or passing the requested document and highlighting the 
content of the requested document if the content is on the friendly content inbound list, 
said content filtering also including e-mail filtering that checks a subject, a sender's 
address and a sender's domain against an unfriendly e-mail list, a friendly e-mail list 

and an e-mail exception list. 

the application server acting Intemally to communicate with the domain filtering 
engine and with the content filtering engine and acting externally as a proxy server that 
receives requests from HTTP clients, forwards the requests to servers, receives a 
server response and fonvards the sen/er response to the HTTP clients. 

14. (currently amended) A versatile customizable security and filtering software 
ft ^hadded UDon a comouter- readable medium, the softwajg, comprising: 

(a) an administrative module that a user interacts with for creating user accounts 
and configuring those user accounts, and for configuring automated services, 

the adminjslrafiyg module for accepting user inputs for configuration settings for 
inbound communications, and having list maintenance functions including list editing, 
list deleting, searching of lists, saving of lists, proxy chaining routing, adding and 
deleting users, interchanging lists and importing and exporting lists. 

said administrative module for configuring a range of access 
levels and being capable of creating three types of user accounts that have unique user 
names and passwords for each user account including an administrator account that is 

11 . 
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self-configuring and that controls automated sen/ices and selects for each account hard 
filtering or soft filtering, regular accounts with administrative privileges other than the 
privilege to create additional accounts, view Infomiation on any other accounts or 
configure automated sen/ices and regular accounts without administrative privileges 
and in addition a fourth type of user account namely one anonymous guest user 
account to be used in a manual launch of the software by general users who have no 
system-based user name or password, 

the administrative module for storing as encrypted files on hardware memory the 
configurations of the range of access levels for the user accounts created and the 
configurations of the automated services 
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(b) an application server including a content filtering engine capable of 
performing content filtering including checking a content of a requested 
document against a friendly content Inbound list, an unfriendly content inbound 
list, and a content exception list taken from the encrypted files, the friendly 
content Inbound list, only one of the friendly content inbound list and the 
unfriendly content inbound list being active at any given time, the unfriendly 
content inbound list and the content exception list being uniquely configured by 
each user, and then for hard filtering against the unfriendly content inbound list 
either passing the requested document if the content of the requested document 
is not on the unfriendly content inbound list or unless overruled by the content 
exception list rejecting the requested document if the content of the requested 
document is on the unfriendly content inbound list and for hard filtering against 
the friendly content inbound list either unless overruled by the content exception 
list passing the requested document if the content of the requested document is 
on the friendly content Inbound list or rejecting the requested document If the 
content of the requested document is not on the friendly content inbound list and 
for soft filtering against the unfriendly content inbound list either approving the 
content of the requested document and passing the requested document if the 
content is not on the unfriendly content inbound list or unless overruled by the 
content exception list rejecting the content of the requested document and 
passing a remainder of the requested document if the content is on the unfriendly 
content Inbound list and for soft filtering against the friendly content inbound list 
either unless oven^iled by the content exception list passing the requested 
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document if the content is not on the friendly content inbound list or passing the 
requested document and highlighting the content of the requested document if 
the content is on the friendly content inbound list, said content filtering also 
including e-mail filtering that checks a subject, a sender's address and a sender's 
domain against an unfriendly e-mail list, a friendly e-mail list and an e-mail 
exception list, 

the application sen/er acting internally to communicate with the domain 
filtering engine and with the content filtering engine and acting externally as a 
proxy server that receives requests from HTTP clients, forwards the requests to 
servers, receives a server response and fonA«rds the server response to the 
HTTP clients. 

15. (currently amended) A versatile customizable content security 
^^f^»^ro ^mh^ridPri upon a com pnter-raadable memory, the sqftware. 
comprising: 

an administrative module that a user interacts with for creating user 
accounts, for adding and deleting users and for storing as encrypted files on 
hardware memory the user accounts and wherein the administrative module 
includes an editor, the editor Including an editing pane, said editor also including 
an encryption function that generates one or more secret symmetric encryption 
keys, the one or more encryption keys being uniquely associated with a text 
inputted by a user in the editing pane, said enciyption function capable of 
encrypting Jtthc uoor'o optinn all or only a portion of an e^nail message selectee^ 
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bvthe user and/or and all or only a portion of an e-mail message attachment file 
selected bv the user aRd oaid onoTVPt i on function also capablo of encrypting a ll 
OF g - combinat i on of filoo on a hard dr i v e looa l to th e ooftwar e. 

16. (new) The software of daim 15, wherein said encryption function Is 
capable of encrypting all or only a portion of an e-mail message attachment file 
selected by the user and is also capable of encrypting all or some files on a hard 
drive local to the software. 

17. (new) The software of claim 14. wherein the content filtering engine 
has an inbound privacy shield for blocking scripting language functions for 
particular user accounts. 

1 8. (new) The softwaie of claim 13. wherein the content filtering engine, 
when performing hard filtering, can also replace a requested document that has 
been rejected with a replacement document selected by a user of the 
administrator account 
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Amendments to tha Peacriotion 

Please amend page 5, lines 12-14 of the Description so that they now 

read as follows: 

IMPORTANT OBJECTS A MD ADVANTAGES 

The following tmpeftant objects and advantages mav be present in certain 
embodiments of the present invention a^a: 
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